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A Study On Optimized Drone Forensic Methodology Applied with Open Source
Based Drone Live Forensic Tool
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ABSTRACT

The increases in UAVs(Unman Aerial Vehicle) such as drone result in safety issues and the threat of illegal drone as
well. Recognizing the need for Drone forensics, domestic and foreign organizations and agencies are trying to establish
drone forensic guidelines. The definition of Drone forensic artifacts and examination of forensic tools must be provided, in
order to establish a practical drone forensic framework on security sites and also the concept of drone live forensic which
provides meaningful data that can be extracted in a live state. In this study, the drone forensic methodology covering
various types of drones is explained, and the practical forensic methodology with live forensic PoC(Proof Of Concept) tools;
LiPFo(Live-PX4-Forenensic) is proposed.
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Fig. 1.

Motivation of Drone Forensic Methodology based on Al-Dhagm Research(6)
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Table 1. Summary of Drone Forensics Studies

Research | Year Focus Forensic Features and Contribution
Target
DJT - DAT File system structure analysis
(3] 2017 Forensics DJI Phantom 3 | - DAT tool development(DROP)
- Proposal of acquisition for DJI data
Mobile and - Analysis of drone forensics and existing
Drone Database forensic technologies
(61(7) 2021 Forensic analysis for L & .
. - Establishing drone forensic methodology
Methodology forensic . . .
including drone, mobile and network
methodology
Classification - Classificati ding to decodi thod
(17 9022 of DJI DI assification according to decoding metho
. for DJI drones
Decryption
(8J(9)(10)
(11)(12) 9022 DJI DJI Mavic air 2 | - Analysis of chip-off and research result
(13J(14) Forensics DJI Models - Drone Forensics tools
(15)(16)
PX4 Data
(18J(19) 2022 Extraction Pixhawk - Tool development using Mavlink
Tool
- Proposal of drone forensic methodology
Drone including various tools and drone
This Work (2023) Forensic DJIP?;;;VE?:HAL live-forensics tools
Methodology - Proposal for drone live-forensics concepts and
development of proof-of-concept tool
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Table 2. Classification of Drone Artifacts

Required Classification
Data T File Location Feature Main Tools
List ype Extension
Smart
* TXT Phone(Controller), - FlightReader
GCS
-Communication-based
Drone, Smart Micht 1o
DI * DAT Phone(Controller) g & - DatCon(Partial)
GCS -Encrypted '
communication protocol |’ DgtCon(Partlal),
* Log External MicroSD ' FllghtRea}der
- Commercial
Flight log Integration Tools
Yuneec *ulg Drone - Analysis with - Pyulog
Opensource Tools - plotulog
) * ulg - MavGCL
Pixhawk * tlog Drone,GCS - Lack of encryption - Commercial
function Integration Tools
- Real-time simulation
Parrot * pud Drone apd F‘}lghfn log . - Sphinx
visualization analysis
Picture *jpg - Comparative analysis |- Commercial
Media ] * png External MicroSD |with flight log is Integration and
Video * mp4 required Opensource Tools
Personal |- Unique module for drone identification
Identification |- Hardware information such as manufacturer model number and battery information
Information |- Data exchange history based on ASTM F34111) Remote ID standard
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Ael A3 = 71sklt 4] 7‘4EL 7WskA] wsket.
s SYEE7]ed 72 (NIST,  National
Institute of Standards and Technology)+ [1l. E2 ZEEIA| HiHE 2]
A" EA &y ASE 9’ CFReDS
(Computer Forensic Reference Datasets) x Agrel o2 yil W 538 9Ea] =2
2AEE FYa, 201890 S8 D4 34 A4 B9 olelAES Golala, ol

1) ASTM F3411 Specification for Remote ID and
Tracking®} ASD-STAN prEN 4709-002 Direct
Remote Identification, 974 A/¥ #x] %53} =
gjo] A& F
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Table 3. Classification of DJI Drone data

Acquisition
Type | DJI Drone Year and analysis
method
Phantom3.4
Phant9m4 Pro 15~ - Drone/Mobile
A Inspirel,2 19 DatCon
Sparkl,2
Mavic Pro
Mavic Airl,2 - Mobile
B Mavic 2 18~ -DatCon
Mavic 2 Pro 20 (Partially
Mavic Mini Chip-off)
- DatCon Not
C Mavic Mini2 19~ Available
- DJI SDK
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Table 4. Open source tool for Drone Forensics

Software Name Function

ExifTool Media Forensic
DatCon DJI Fllgh't log
5 Extraction
< —
D binwalk anwale. file
& analysis
S
=} .
o ST2Dash. Yuneec Ellght log
=) extraction and
2. Dashware .
® analysis
EL HxD Data Comparison
<
Z. | pyulog, FlightPlot,

pyFlightAnalysis, PX4 Flight log
mavlinnk-router, analysis
ulogreader
CsvView Vlsu31123t10n
(*.csv)
ArcGIS Pro 3D Visualization

Google Earth 3D Visualization

UOTIRZI[BNSTA

Flight Log, Analysis,

Flight Review PX4 Visualization
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Table 5. Comparison between Commercial Drone Forensics tools

DJI-Inspire2
9drones DJI-Mavic Air
(DJI DJI-Mavic Pro
Support Drone 23 drones mavic DJI-Mavic Pro 2
Platform (Including Opensource based drones) hant ’ DJI-Phantom 3
P 1?§e§’m DJI-Phantom 4
DJI-Spark
Parrot - Bebop
Certification None NIST CFTT Certified Tool
Case
Drone MD-Drone Drone
. . UFED
Related Extraction Mobil MD-Next Extraction Mobil 4PC
Solution obile MD-Red obile
Analysis MD-Drone Analysis Cellebrite PA
Imaging « «
File Type .mdf .ufd
Time Approx. Three hours or more . .
Consumption (Equivalent File) Approx. 1 hour (Equivalent File)
Visulization Playback function including location and Drone information
Waypoint Approx. 3,000 points Approx. 300 points
’ S.pec1a.hze.d in event . - Specialized in file system and hexa
visualization(takeoff and landing .
analysis) data .analys1s . .
Features . Support reading tool after chip-off . Qonmse gnd refined flight data
. . . . information
- Various Flight data information . L1 ..
. . . - Extraction rapidity and efficiency
- Various extraction points
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ot} ol E°], Fig. 7¥ %] OpenFile B3<

FTP Message Payload (max 251 bytes)

REQ [BUI OFFSET DATA
SEQ  |SESS[CODE| SIzE | T'3 |\ o) | PAD i e |
emoveFile

0: None

1: TerminateSession :
2: ResetSesstion
3: ListDirectory
4: OpenfileRO

5: ReadFile

7: WriteFile 15: BurstReadFile

Fig. 6. Mavftp Message Payload

GCS Drone

Open file

OpenFileRO( data[0]=path, size=len(path) )

ACK( session, size=4, data=lenifile) )

Read file in chunks
(call at offset)

ReadFile(session, size, offset)

ACH ez, stzwtonibulfar), dntaldl-tnslor) |
Continue until NAK
with EQF
SN e v S o b oetciad SO
Close session

TerminateSession(session)

Fig. 7. Mavftp Operation Sequence
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7] #1381 Fig. 8% #e] CLI(Command Line
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g},
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Module
(Mavlink)

MAVFTP

File

- Mission data

« Log data
« System data

Fig. 8. Execution Process and Environment of
LiPFo

34.3 LiPFo & Ag

LiPFo %S S8l PX4 7|4ke] =2o] A3}
= Aol AL 2183
O =8 H/W : Pixhawk CUAV V5 Nano,
Pixhawk 6
O 8D 7}= : Sandisk Ultra A4
O Host PC: Ubuntu 22.04 LTS

Fig. 9% LiPFo9] show ®#Eo® A3t 7|

5 B} 22549 ekl SDA= A gl
A4 Ad =29 2 deleuts FE3= A¥E
z18slgdth, Use WEo g A& 5755 Ads)

3, Set WHEoZ o °JE1 o ]’“(Serlal)éL Xﬂi

HMH T‘M /log Zt W 339 ulg 21 7
< pyulog ETE F& AHRE Bk}
pyulog =7E& o]&3Pd w|3d HFE|9] sh=do]

Enabled Descrip

F

Path Enabled

Fig. 9. The example of extraction Process using
LiPFo

[MicroSD card Directory for PX4] [Acquired File Directory from LiPFo]

Directory Features
Jlog/ Fiight logs(*.ulg)

Reduced flight
logs
ffs/ Logs with

db
microsd | UV UAVCAN protocol

/mission_log/

Jparams Parameters

Mission storage

data
/dataman file

[Analysis of .ulg file]

Data name Status
MCUversion STM32F76x1x
System name PX4
System tool Chain GNUGCC
0S Information Nuttx
hardware Version PX4_FMU_V5
Sensordata Cpuload, telemetry status,

safety, etc.

Fig. 10. The Result from LiPFo Extraction
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Required Data Extracti

:Ready for'
i Chip- fo !

‘On-Board
. Memo

Opensourcel

Forensic_
Opensource Evidence
Drone Platform Storage

Es |
Anqmid |
i dataipath

o Ard Lrlpik}t

.UpenSOUrce
thhtReader
{MD-Drone
Binwalk ,CellebnteF‘A
objdump !

[}
0 MD-Drone
= H UFED PA

iCommercial }
-+ Integration |-~
!

Fig. 11. The Proposed Drone Forensic Methodology
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